
qr{i s-2l2022-{.fr tAffi - 45Y
{rqc r}kd 3rd{ftrTi qi yfterr qftq-q

,i 3ffiqcr4, T$ftd -r rooro

GqIFr;TI lrlrqC Ai;r$Ir|T)

fe+is' at .0?.2022

qRqa

ftva : [Secy-goil Cyber Security Guidelines for Government Employees- issued

For wide circulation and strict complftce - reg.

gq-+tr frq-q q{ neputy Director General to the Government of India, National Informatics

Centre, Ministry of Electronics & Information Technology t grH t-+d frqi*' l+.OO.Zozz fr
sfrffi qra qq 3r-"icr-dq ig t-mfus 1rM s) tri {-l-f, Er{r qfr=rfr'a ff sT {fr t r

{6 €{q 3rfuq-rft + q-{+qq + qTt ftqr qr ro t r

ol )
gqK)

q-dr€fu{

{ar+*':sqtq€R

1 sgi6ftkls,m.e{r$.{.E. r

2. qgi6 fttvm, fr .ST.gg.S.oTr$.* t., vqrErdT ftm frql( r

3. dq (g/dq C$/*r t.nO w.fr.$.9{R.E. r

+. f'c.3Tr$.t. * {tfr frrndt * eqqr r

5. crqr4, A{q fiTqTr {iem, qqknfrqrutUqirv+qrerdn 
r

o. gw ffir+r0, q?.fr .t.e{K.fl . r

z. erft Bq(Hq/3mrskd, q{.S.t.sflr.d. r

g. s'{rru.ft-d 3{ftrfirt, yenrvnfrrnq, q{.S.{.s+n.E r

q qrssrfufiyd*rs, rrqlil srRs.Sm C"r{lErA, wrqnrq, it tg{, +d6rdDt
lo. c{.sn$.t. *rf srgvrrvr-+}s r

1 1. 6fuq, gr.fr.t.iin*. * ffi sHd t

tz. {gmfitrm,q{.fr.t.a+n.E. *ffitfus t

t:. trfue, q{fr.{.erR.E. *Fffi€fuE r

7or
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JYI Gmait Establishment Coordination <ocsectionT@gmail.com>

Fwd: [Secy-goi] Cyber Security Guidelines for Government Employees - issued
For wide circulation and strict compliance
l message

Sridhar Srivastava <jd. ncert@nic.in>
To: ecsectionT <ecsectionT@gmail.com>

Tue, Jun 14, 2022 at 10:53 AM
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From: "Dinesh Prasad Saklani" <director. ncert@nic.in>
To: "Amarendra P Behera'' <jdciet. ncert@nic.in>, "Pratyusa Kumar Mandal" <secy. ncert@nic. in>
Cc: "Sridhar Srivastava" <jd. ncert@nic. in>
Sont: Tuesday, June 14, 2022 9:49:04 AM
Subject: Fwd: lsecy-goi] Cyber Security Guidelines for Government Employees - issued Forwide circulation and
strict compliance

From: "Vipin Kumaf ' <jscord-education@nic.in>
To: "L Sweety Changsan" <lschangsan@nic. in>, "MANEESH GARG IAS'<maneesh.garg@nic.in>, "Ms Geetu Joshi"
<g.sjoshr@nic. in>, "R.C. Meena" <r.cmeena@nic. in>, "R.C. Meena" <r.cmeena@gov.in>, "Venkatramana R"
<v. hegde@nic. in>, "Santosh Kumar Yadav" <yadavsk.up@nic. in>, "nbb admin" <nbb.admin@gmail.com>,
"Chairperson CBSE" <chmn-cbse@nic. in>, directorctsadelhi@gmail.com, cm@nios.ac.in, cp@ncte-india.org, "kvs
commissionef'<kvs.commissioner@gmail.com>, "Vinayak Garg" <commissioner.nvs@gov. in>, "Nidhi Panday"
<commissioner-kvs@gov. in>, ms@ncte-india.org, commissionernvs@yahoo.com, "Dinesh Prasad Saklani"
<director. ncert@nic. in>, "Ashwani Kuma/'<kumar.aswani@nic.in>, "Saba Akhtaf' <saba@nic in>

Sent: Monday, June 13,202? 8:14:10 PM
Subject: Fwd: lsecy-goi] Cyber Security Guidelines for Government Employees - issued For wide circulation and
strict compliance

From: "Ms Anita Karwal" <secy.sel@nic. in>
To: "Mpin Kumaf' <Jscord-mhrd@gov.in>
Sent: Monday, June 13, 2022 9:35:25 AM
Subject: Fwd: lsecy-goi] Cyber Security Guidelines for Government Employees - issued For wide circulation and

strict compliance
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Gmail - Fwd: ISecy-goi] Cyber Security Guidelines for Govemment... https;//mail.google.com/mail/u/0/?ik: l9c265edda&yiew=pt&searcl

From: "Seema Khanna" <seema@gov.in>
To: chiefsecretaries@lsmgr.nic.in, secy-goi@lsmgr. nic. in
t-,: "Director General NlC" <dg@nic.in>, "Secretary MeitY" <secretary@mit.gov. in>, "D(M0 Rajendra Kumai'
<as@meity.gov. in>
Sent: Monday, June 13, 2022 9:23:00 AM
Subject: [Secy{oi] Cyber Security Guidelines for Government Employees - issued For wide circulation and strict
compliance

Dear Sir/Madam

Please find enclosed the "Cyber Security Guidelines for Government Employees".

The guideline specifies the "do's and don'ts" with respect to ryber security and ensuring
proper cyber security hygiene in the government olTices,

It is requested that these guidelines maybe circulated amongst all officers in your
State/Ministry/Department for compliance by all, including the outsourced/contractual
manpower.

A workshop is also being planned for the Department Heads and CISOs for sensitizing
them on this guideline. The schedule for the workshop and its related details shall be
communicated shortly.

This mail is being sent as per the directions of Secretary MeitY.

regards
Seerna Khanna
DepuV Driecfror Genera/
fuatrbna/ Inforrnaths Centre

^,linistry 
of E/ectronlcs & Inbrrnation lEchnology

Gorcrnrnent of India

75=
AZOdI 63

Amrit 14s66156y

Disctaimer:

This e-mail and its attachments may contain official Indian Government information. If you are not the intended
recipient, please notify the sender immediately and delete this e-mail. Any dissemination or use of this
information by a person other than the intended recipient is unauthorized. The responsibility lies with the
recipient to check this email and any attachment for the presence of viruses.
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Gmail-- Fwd: ISecy-goi] Cyber Securily Guidelines for Government... https://mail.google.com/maiUu,r0l?ik:19c265edda&viewlt&searcJ

Secy-goi mailing list - secy-goi@lsm9r.nic. in
To unsubscribe send an email to secy-goi-leave@lsmgr. nic. in

AmritMah$

:l Cyber_Secu rity_Gu idelinss_for_Govt_Em ployoos-F inal_Release.pdf
388K
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Gmail - Fwd: Cyber Security Guidelines for Govemment Employees -... https://mail.google.com/maiUu/0/?ik= l9c265edda&view=pt&searcl

'Pl Gmail EltabllEhm6nt Coordlnatlon <ecaoctionT@gmall.com>

Fv-- Cyber Security Guidelineg for Government Employees - issued For wide circulation and strict
compliance
1 message

Srldh.r Srivastava <id.nc€rl@nic.in>
To: ecsectionT <ecsectionT@gmail.com>

Tu€, Jun 14,2022 at 10:52 AM
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From: "Dr Seema Khanna" <seerna@gov.rn>
To: 'ld ncert' <jd.ncert@nrc in>
Sont: Monday, June'13,2022 9:00:38 PM
SubJec* Cyber Seclrity Gtridelines for Government Employees - issued Forwicle ckculation and st.ict compliance

Dear Sir/Madam

Please find the link to the "Cyber Security cuidelines for Government Employees".

The guideline specifies the "do's and don'ts" with respect to cyber security and ensuring proper cyber security
hygiene in the government offices including the contractual/outsourced manpower.
It is requested that these guidelines maybe circulated amongst all officers in your State/Ministry/Department for
compliance by all, including the outsourced/contractual manpower.

This mail is being sent on the directions of Director General, National Informatics Centre

Regards,

Seerr,a (hanna
Deputy Olrector Ger,era/
rya0br,a/ InforDaths Ctsn&e
lrrhlstry of E/ectronrbs & Initr'natbn l*ltnology
GorcmoeDt of Indlb

Minist.y ot ab.r,okr a
rnto.mr|on lehncoaY @e

'7r- 
-ovln k:.#

n!n,.rMahotrw o HOV tfi srorqDigitol lnd-.is
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L lurRooucuorrr

lnformation and communication technologies (lCT) have become ubiquitous

amongst government ministries and departments across the country. The in creas in g

adoption and use of ICT has increased the attack surface and threat perception to

government, due to lack of proper cyber security practices followed on the ground.

ln order to sensitize the government employees and contractu a l/o utso u rced

resources and build awareness amongst them on what to do and what not to do

from a cyber security perspective, these guidelines have been compiled. By

following uniform cyber security guidelines in government offices across the

country, the security posture of the government can be improved.

2 CYeen SrcuRrw Do's

1. Use complex passwords with a minimum length of 8 characters, using a

combination of capital letters, small letters, numbers and special characters.

2. Change your passwords at least once in 45 days.

3. Use multi-factor authentication, wherever available.

4. Save your data and files on the secondary drive (ex: d:\).

5. Maintain an offline backup of your critical data.

6. Keep your Operating System and BIOS firmware updated with the latest

u pdates/patches.

7. lnstall enterprise antivirus client offered by the government on your official

desktops/laptops. Ensure that the antivirus client is updated with the latest

virus definitions, signatures and patches.

8. Configure NIC's DNS Server lP (lPv4: 1.10.10.10 / lPv6: 2409 :t\ in your

system's DNS Settings.

National lnformatics Centre J I
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9. Configure NIC's NTP Service (samay1.nic.in, samay2.nic.in) in your system'l

NTP Settings for time synchronization.

10. Use authorized and licensed software only.

11. Ensure that proper security hardening is done on the systems.

12.When you leave your desk temporarily, always lock/log-off from your

computer session.

13.When you leave office, ensure that your computer and printers are properly

shutdown.

14.Keep your printer's software updated with the latest updates/patches.

15.Setup unique passcodes for shared printers.

16.Use a Hardware Virtual Private Network (VPN) Token for connecting privately

to any lT assets located in the Data Centres.

17. Keep the GPS, bluetooth, NFC and other sensors disabled on your computers

and mobile phones. They maybe enabled only when required.

18. Download Apps from official app stores of google (for android) and apple (for

ios).

19. Before downloading an App, check the popularity of the app and read the user

reviews. Observe caution before downloading any app which has a bad

reputation or less user base, etc.

20.Use a Standard User (non-administrator) account for accessing your

computer/laptops for regular work.

21.While sending any important information or document over electronic

medium, kindly encrypt the data before transmission. You can use a licensed

6National I nformatics Centre I
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3 Cvarn SecuRtw DoN'TS

1. Don't use the same password in multiple services/websites/apps.

2. Don't save your passwords in the browser or in any unprotected documents.

3. Don't write down any passwords,, lP addresses, network diagrams or other

sensitive information on any unsecured material (ex: sticky/post-it notes,

plain paper pinned or posted on your table, etc.)

National lnformatics Centre 7

encryption software or an Open PGP based encryption or add the files to a

compressed zip and protect the zip with a password. The password for

opening the protected files should be shared with the recipient through an

alternative communication medium like SMS, Sandes, etc.

22.Observe caution while opening any shortened uniform resource locator

(URLs) (ex: tinyurl.com/ab534/). N/any malwares and phishing sites abuse URL

shortener services.

23.Observe caution while opening any links shared through SMS or social media,

etc., where the links are preceded by exciting offers/discounts, etc., or may

claim to provide details about any current affairs. Such links may lead to a

phishing/malware webpage., which could compromise your device.

24. Report suspicious emails or any security incident to incident@-cert-in.org.in

and incrden[@nic-cert.nic.in.

25.Adhere to the security advisories published by NIC-CERT (https://nic-

cert. nic. in/advisories. isp ) a nd CE RT-l n ( https ://www.cert-i n.o rg. in).



4. Don't save your data and files on the system drive (Ex: c:\ or root).

5. Don't upload or save any internal/restricted/confidential government data or

files on any non-government cloud service (ex: google drive, dropbox, etc.).

6. Don't use obsolete or unsupported Operating Systems.

7. Don't use any 3'd party DNS Service or NTP Service.

8. Don't use any 3'd party anonymization services (ex: Nord VPN, Express VPN,

Tor, Proxies, etc.).

9. Don't use any 3'd party toolbars (ex: download manager, weather tool bar,

askme tool bar,, etc.) in your internet browser.

10.Don't install or use any pirated software (ex: cracks, keygen, etc.).

11.Don't open any links or attachments contained in the emails sent by any

unknown sender.

12.Don't share system passwords or printer passcode or Wi-Fi passwords with

any u nauthorized persons.

13.Don't allow internet access to the printer.

14. Don't allow printer to store its print history.

15.Don't disclose any sensitive details on social media or 3'd party messaging

apps.

16.Don't plug-in any unauthorized external devices, including USB drives shared

by any unknown person

17.Don't use any unauthorized remote administration tools (ex: Teamviewer,

Ammy admin, anydesk, etc.)

INational lnformatics Centre
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18.Don't use any unauthorized 3'd party video conferencing or collaboration

tools for conducting sensitive internal meetings and discussions.

19.Don't use any external email services for official communication.

20. Don't jailbreak or root your mobile phone.

21.Don't use administrator account or any other account with administrative

privilege for your regular work.

22.Don't use any external mobile App based scanner services (ex: Camscanner)

for scanning internal government documents.

23.Don't use any external websites or cloud-based services for

converting/compressing a government document (ex: word to pdf or file size

compression)

24.Don't share any sensitive information with any unauthorlzed or unknown

person over telephone or through any other medium.

The following resources may be referred for more details regarding the cyber

security related notifications/information published by Government of lndia:

S.No

1 https ://www. meity. gov. i n/cyber-
secu rity-d ivision

Laws, Policies & G uidelines

2 https://www.cert-i n. org. in Security Advisories, Guidelines & Alerts

3 https://n ic-cert. n ic. in Security Advisories, Guidelines & Alerts

4 https ://www.csk. gov. i n Security Tools & Best Practices

5 https ://i nfosecawareness. in/ Secu rity Awareness Materials

6 http ://cybe rcri me. gov. i n Report Cyber Crime, Cyber Safety Tips

National lnformatics Centre 9
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5 Cotrlptnrucr

All government employees, including temporary, contra ctu a l/outso u rced resources

are required to strictly adhere to the guidelines mentioned in this document. Any

non-compliance may be acted upon by the respective CISOs/Department heads.

National I nformatics Centre 10


